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SCAMBUSTER

Social Engineering Scammers at Scale

Turning the people who hunt your company into an
intelligence source.

LAURENT GIOVANNONTI
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Laurent Giovannoni

Principal Software Engineer at Filigran, the team behind
OpenCTI.

» Based in Paris, France.

N Co-founder and CTO of Maarch. Open source, used across the
French public sector.

» ScamBuster began as my thesis at Ecole Polytechnique.
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FROM "Edward" <edward@<your-company>.co>
TO peter@<your-company>.com
SUBJECT Confidential — need your help today

Peter, are you at your desk? I need a confidential wire out today. Keep

this between us until it is announced.

A message like this landed in a finance team last
month. The sender was pretending to be the CEO.
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Every scam email you delete
destroys evidence.

® still open - still taking wires
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Every scam email you delete
destroys evidence.

® :&a still open - still taking wires

@ rrone wureer still live + still pushing payments
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Every scam emall you delete
destroys evidence.

® sank a still open -+ still taking wires
® rdone wuresr o still live + still pushing payments
C rwreer - already chosen + email already sent

You stopped one wire. You learned nothing about the man
behind it.
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What i1f the scam email was
a gift?

A 1live signal of who A behavioral trace A thread that 1links
is hunting you of how they operate to other attacks
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Reverse the psychology.

HOWARD'S MOVE

He defers, keeping the scammer in

"I am the CEO."
role
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Reverse the psychology.

HIS LEVER HOWARD'S MOVE

He defers, keeping the scammer in

"I am the CEO."
role

He rushes to comply, so the

The deal dies today. scammer pushes and reveals
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& SCAMBUSTER

Reverse the psychology.

HIS LEVER HOWARD'S MOVE

He defers, keeping the scammer in

"I am the CEO0."
role

He rushes to comply, so the

The deal dies today. scammer pushes and reveals

He plays along, and the scammer

Keep it between us. keeps talking

Same buttons. Opposite direction.
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| 63 / THE PROBLEM - THE NONEY MNOVED l

THE THREAT MODEL IS WRONG

WHAT WE PICTURE AS CYBERCRIME

Ransomware - Stolen data - Code that breaks a system

l_@lculusrn - THE PROBLEN < PREV NEXT > | 0e / 3% _l



The biggest money 1in
cybercrime 1s not stolen.

It 1s handed over.

&) SCAMBUSTER



&) SCAMBUSTER

The biggest money 1in
cybercrime 1s not stolen.

It 1s handed over.

$17:7
billion

lost in the United States in 2025. None of it runs
on malware.



Your feed is blind where the
money leaves.
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Your feed is blind where the
money leaves.

< PREV

WHAT FRAUD RUNS ON

Bank accounts
Phone numbers
The people moving the money

ALMOST NEVER IN YOUR FEED
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Your feed is blind where the
money leaves.

WHAT FRAUD RUNS ON

Bank accounts
Phone numbers
The people moving the money

ALMOST NEVER IN YOUR FEED

But it all shows up in one place. The conversation.
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Your feed is blind where the
money leaves.

WHAT FRAUD RUNS ON

Bank accounts
Phone numbers
The people moving the money

ALMOST NEVER IN YOUR FEED

But it all shows up in one place. The conversation.

AND WE DELETE IT

&>
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So I built something
that does this at scale.

It answers the scammer, keeps him talking, and pulls his
payment details out of him.

% scansuster



They come to me. I never go
to them.




They come to me. I never dgo
to then.

Fake companies I run. Real sites, made-up staff. The
scammers find them and write first.

& SCAMBUSTER
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There 1s no perfect victim.

There 1s the one he's
hunting for.

nnnnnnnnnnnnn
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There 1s no perfect victim.

There 1s the one he's
hunting for.

An investment scam wants the lonely saver. A BEC wants the
finance clerk who does what the boss says. My job is to be
that one.

SSSSSSSSSSSSSS



He runs a script. Stay in 1it,
and he keeps revealing.

Msg 1 - first account

Msg 3 - a second
account




He runs a script. Stay in 1it,
and he keeps revealing.

Msg 1 - first account

Msg 3 - a second
account

Msg 5 - the backup
phone

...his whole cash-out
setup

&
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Every button he presses, 1
press one back.




Every button he presses, I
press one back.

He uses my fear to push me. I use his confidence to drain
him.

L I stay deferential
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Every button he presses, I
press one back.

He uses my fear to push me. I use his confidence to drain
him.

L I stay deferential L I rush, he reveals
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Every button he presses, I
press one back.

He uses my fear to push me. I use his confidence to drain
him.

L I stay deferential L I rush, he reveals L I keep him talking

PO :
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The persona drives him to
the payment step.

Payment

~ INDICATOR DROPS

That is where the high-value indicator lives. The financial
one. The one that marks the actor.

&>
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Persona choice 1s a multiplier.

BEST PERSONA

* 5x MORE INTELLIGENCE

&
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Each scam, a different winner.

Investment fraud

Romance scam

Business email compromise

&) SCAMBUSTER
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WINNING PERSONA

senior, trusting

lonely, hopeful

careful, by-the-book

NEXT >



Not one AI. Six agents, one job
each.

Classifier Generator Extractor

Validator Injection Detector Orchestrator

&
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One email, start to finish.

v \
= BANDIT :
g picks the persona :
SCAM EMAIL - CLASSIFIER > GENERATOR > VALIDATOR [ REPLY SENT
hich ty % th rit the | h X 1 Jasae
t ol
INJECTION >
DETECTOR > EXTRACTOR > STIX 2.1 HISP
il SRR ints ye I
fioy te
1ESTR IR n c r i
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One email, start to finish.

v \
= BANDIT :
g picks the persona :
SCAM EMAIL - CLASSIFIER > GENERATOR > VALIDATOR [ REPLY SENT
hich ty % th rit the | h X 1 Jasae
t ol
INJECTION >
DETECTOR > EXTRACTOR > STIX 2.1 HISP
il SRR ints ye I
fioy te
1ESTR IR n c r i
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1. It reads the mail.
|

SCAM EMAIL | > CLASSIFIER — €

which scam type is this ' write

b 4

It pulls the message in, parses it, and scores the risk.

The Classifier sorts it by scam type. CE0 fraud, fake invoice, romance, job
offer, and more.

\ /

That label is the context. It drives every choice after it.

No match means unknown. A bad label is worse than no label.

v

s
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IAIL

b A

v

A4

2. It answers in character.

l p1cKsS Th

he persona

CLASSIFIER

which scam type is this writes as

The persona brief, plus the full thread, go into the prompt.

It tracks the details he already gave, so it never asks twice.

GENERATOR

'

the persona

d rul

VALIDATOR

It reads his pressure levers and mirrors them back at him.

es +

LLM judge

is‘

Each scam type has its own target. For CEO fraud, the target is the bank
account.

&) SCAMBUSTER
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3. Nothing leaves without the
gate.
v i

RATOR | VALIDATOR .| REPLY SENT

only if it passes

the persona ' hard rules + LLM judge

Layer one, fixed rules. A checklist, not an opinion.

)/

Layer two, a second model scores the draft. Human. In persona. Safe.

v

v

Under the bar, the draft dies. Three tries, then it stops.

If nothing passes, it sends nothing.

v

7
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4. It pulls the intelligence out.

e whole thread

BOR" e EXTRACTOR | | STIX 2.1 - MISP
y - : pulls I0OCs + cause : into your stack
Ittempts

» Patterns catch the obvious. The model reads the rest.

» Each indicator is stored next to the line that caused it.

» Out as STIX 2.1, MISP, or a plain feed.

7
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5. It studies the attacks on
itself.

INJECTION
DETECTOR > gXTRACTOB

flags hijack ot

STIX 2.1 - MISP

pt

» Some scammers try to talk to the AI. "Ignore your instructions."

» The Injection Detector flags them and stores them. Forensic, not a block.

» The Orchestrator logs every call, retries, and stops at a hard budget cap.

7
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It learns who makes them talk.

Each persona is scored on the intelligence it pulls.
Financial indicators count most.

807% 207%

Updates after every conversation. It learns on its own, in production.

PO [
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The hard part was the
safety.

m Every outgoing message filtered




The hard part was the
safety. |

m Every outgoing message filtered
®m Hard rate limits

m A Kkill switch
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What you're about to see.

01 02 03

One scammer. One day. I did not type a single word.

&
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85 / THE DERO — THE CONVERSATION

REPLAY ~- ONE SCAMMER,

CED (SPOOFED)

Confidential wire today. Keep it between us.

l_ & scAMBUSTER

THE DENMD

< PREV NEXT >
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DAY



95 / TRE DEND — THE CONYERSATION

REPLAY — ONE SCAMMER, ONE DAY

CEQ (SPOOFED)

Confidential wire today. Keep it between us.

PETER (THE PERSONA)

Happy to help. Who am I paying, and how much?

I_ &> SCAMBUSTER

THE DEME
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REPLAY — ONE SCAMMER, ONE DAY

CEO (SPOOFED)

| Confidential wire today. Keep it between us.

PETER (THE PERSONA)

Happy to help. Who am I paying, and how much?

CEO (SPOOFED)

‘ $48,750 - Eastmere Trade Group LLC - acct ***%%2231.

|_ &> SCAMBUSTER - THE DENC < PREV NEXT >



96 / TRE DEND — THE CONYERSATION

REPLAY — ONE SCAMMER, ONE DAY

CEO (SPOOFED)

| Confidential wire today. Keep it between us.

PETER (THE PERSONA)
Happy to help. Who am I paying, and how much?

CEO (SPOOFED)

‘ $48,750 - Eastmere Trade Group LLC - acct **%%2231.

PETER (THE PERSONA)
Bank kicked it back, account closed. Another one?

&> SCAMBUSTER - THE DENC
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CEO (SPOOFED)

Confidential wire today. Keep it between us.

PETER (THE PERSONA)
Happy to help. Who am I paying, and how much?

CEO (SPOOFED)

$48,750 - Eastmere Trade Group LLC - acct **%%2231.

PETER (THE PERSONA)

Bank kicked it back, account closed. Another one?

CEO0 (SPDOFED)

Use Hartmere Holdings LLC - acct #*%%%8804. Call my cell +1 332 %xx*
0173, I'm in a board call.

l_ &> SCAMBUSTER
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CEQO (SPOOFED)

Confidential wire today. Keep it between us.

PETER (THE PERSONA)
Happy to help. Who am I paying, and how much?

CEO (SPOOFED)

$48,750 - Eastmere Trade Group LLC - acct ***%2231.

PETER (THE PERSONA)
Bank kicked it back, account closed. Another one?

CEO0 (SPDOFED)

Use Hartmere Holdings LLC - acct #*%%%8804. Call my cell +1 332 %xx*
0173, I'm in a board call.

I_ &> SCAMBUSTER
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[ CEQO (SPOOFED)
|

Confidential wire today. Keep it between us.

PETER (THE PERSONA)
Happy to help. Who am I paying, and how much?

CEO (SPOOFED)

- $48,750 - Eastmere Trade Group LLC - acct **#%2231.

PETER (THE PERSONA)

Bank kicked it back, account closed. Another one?

CEO0 (SPDOFED)

Use Hartmere Holdings LLC - acct #*%%%8804. Call my cell +1 332 %xx*
0173, I'm in a board call.

PETER (THE PERSONA)
Over 25k needs a second approver. I'll send it first thing.

I_ &> SCAMBUSTER
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From messy text to structured
intelligence.

Eastmere Trade *%%%2231

Hartmere Hldgs x*%*%8804

+1 332 *xx 0173

your-company.co

SSSSSSSSSSSSS

< PREV
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Every indicator carries 1its
cause.

The exact line that pulled it, saved right next to it.

"Who am I paying, and how much?" bank account **x%2231

&>
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Every indicator carries 1its
cause.

The exact line that pulled it, saved right next to it.

"Who am I paying, and how much?" bank account **%%2231

"Bank kicked it back. Another

& bank account ***x8804
one?

&
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Every indicator carries 1its
cause.

The exact line that pulled it, saved right next to it.

"Who am I paying, and how much?" | bank account *%%%2231

"Bank kicked it back. Another

T bank account ***x8804
one?

he offered it, unasked ' phone +1 332 *%% 0173

& SCAMBUSTER
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One account. Three
conversations.

®
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One account. Three
conversations.

©
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One account. Three
conversations.

©
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One account. Three
conversations.

®

Hartmere Holdings LLC - acct ****8804

&) SCAMBUSTER
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Ready for your SOC. In

{
"type": "bundle",
"spec_version": "2.1",
"objects": [

{ "type": "indicator", "pattern type": "stix",
"pattern”: "[x-fraud:account = ' ¥%%*8g804']",
"labels": ["fraud", "mule-account"] },

{ "type": "indicator", "pattern type": "stix",
"pattern”: "[x-fraud:phone = '+1 332 *** 173 ']",
"labels": ["fraud", "bec"] },

{ "type": "indicator", "pattern type": "stix",
"pattern”: "[domain-name:value = 'your-company.co']",

"labels": ["fraud", "spoof"] }

thirty seconds.

&> SCAMBUSTER
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Ready for your SOC. In thirty seconds.

{
"type": "bundle",
"spec_version": "2.1",
"objects": [

{ "type": "indicator", "pattern type": "stix",
"pattern”: "[x-fraud:account = ' ¥%%*8g804']",
"labels": ["fraud", "mule-account"] },

{ "type": "indicator", "pattern type": "stix",
"pattern”: "[x-fraud:phone = '+1 332 *** 0173 ']",
"labels": ["fraud", "bec"] },

{ "type": "indicator", "pattern type": "stix",
"pattern”: "[domain-name:value = 'your-company.co']",
"labels": ["fraud", "spoof"] }

]
}

No cleanup. Straight into your detection stack.

45
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In production. Fully automated.

28 9 924% o

36
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In production. Fully automated.

28 9 924% o

36 SR 95% 82%

%> SCANBUSTER



Indicators your feed does not
have.
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Indicators your feed does not
have.

MINE

First-hand
From the criminal
In real time

NO FRESHER SOURCE THAN THE MAN HIMSELF

&>
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From a list of indicators
to an investigation.

O,
O,
O,
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From a list of indicators
to an investigation.

©
O
O,

The same accounts keep coming back. Separate scams turn into
one map.

&
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Not a demo. The production
code.

the same system that ran on my servers

I'm giving you the tool.

OPEN SOURCE

&> SCANBUSTER ! < PREV NEXT >



|_ &> SCAMBUSTER

87 REAL PRODUET — THE TNBGX
\‘ SCAM Conversations Q, Search by ID, scam type, pecs
Status v Scam Type v
A7 Impact
0 Conversations SOURCE ID SCAM TYPE PERSONA MAILBOX RISK & ACTIONABLE 1OCS MESSAGES «
Q, 10CExplorer 08046803 Panicked bank customer Business Inbox 168 8 7
89 Clusters 06006002 Retail bank customer, formal Business inbox 100 7 5
2 Personas 48906601 Bakery owner, pragmatic Business inbox B — 8 8
df} Monitoring 1cf77372 Office worker, tech-confused Personal inbox %0 12 4
@ settings 29892135 Recently widowed, melanch...  Personal inbox 169 e 12 8
18792918 Marketing manager, tech-co... Personal Inbox 100 e—— 17 7
39r4n3re Pragmatic engineer, skeptical Business inbox 1080 e— 1 8
ScictBle Invoice Fraud Panicked bank customer Business Inbox B — ] 6
9271b280 Lottery Librarian dreamer, florid lan... Personal Inbox R — 1 6
SeSe77e5 Isolated widow seeking con... Business inbox B — 17 B
aBaBaBbe Retired nurse, tech-ternfied Personal Inbox B — 13 8
29409494 Agency CEO, impatient Business Inbox 160 emm— 14 7
15046565 University student, casual Personal inbox B — 16 7
4rp5arsh warm grandmother, trusting Personal Inbox 160 em— 12 5
b1cH21ct Retail bank customer, formal Business Inbox B — 10 T
81202133 Unemployed graduate eage... Business Inbox 106 em— 13 7
1dcBd7cl Warm grandmother, trusting Personal inbox L —— 16 9
= bBarasel Warm grandmother, trusting Personal Inbox e 18 9
B> Logout af295f86 Wwarm grandmother, trusting Personal inbox 109 21 7
A REAL PRODUCT < PREV NEXT >

& Export CSV S6total Badwve Zeclesed  2abandoned

LAST ACTIVITY OPEN
Ml 27, 18.08 - CLOSED
JUILZS, 0025

24231138

Jul 18

S VRS
il 16 - CLOSED
Jul 1y OPEN

a2
St 32

MY

Y
sl s

it s

Ml 2

n 30

Jyn 28

nn 38



87 J/ A REAL PRODUET — ONE COMVERSATION

o Sea & Conversation #d00d0002
- BUSTER

THRTAT INTTALCESTT

SESSION METADATA

impact

MALBOT
occountsBibrightosth.denma
SCAM TR

# 1115560021 Phishi Shing L

m m" e of 3 ~A Qe J;.’~7-‘.ma‘
phone). Scam types: Invoice fraud, Ceo fraud. Active 2026-07-
2210 2026-07-27.

8 oo

® B b
§
:
5
:

E

EXTRACTED 10C5 (7) & sTiX 2t
robert.wilsonfmeridianpartners-1lc.
S weonm

GEB2WEST12345698765432 =

e

-

+442079468142 e

e

Om_edge_urgent o

T

merigianpartners-1lc.com
S o

belgar@srrrixfkvy51643ydnwires5ogtzz..

"l e

one or should | route it through her?

. 0 R me.

e maAw e - ains memaat e

I Automated — agent controls this conversation 4
E» Logout

l_@scuuun!u - & REAL PROODUCT < PREV NEXT >




Live Bait Theater

Ceo Fraud - "Sender™ <ycammer - GCHCTAbOfNALL-20CVICON.ART> < DAlLer@scantuster, deno (Retall bank customar, Tormal)

® Reveal

COLLECTED INTELLIGENCE

RUMAN FACTOR

ENGAGEMENT METRICS (DETERMINISTIC)

L6 this conversation: engagement duration 63 h

I tnie conversation: Ffirst inandal 10C at (reveals as

you play)

In this conversstion: scammer median response time

16h

In this conversation: - cascade events (=2 10Csinone

turn) 0

In tnis conversation: persona used Retail bank
> customer, formal (3/7 financial)

In this conversation: Ianguagemtd)es(m:nku
Press » or - to start you play)

EXPLORATORY LLN SIGNALS — avg confidence 088 (owvor
] ICs)

fram an LA enochewnt zoetne Explorotany ot yet

it etk FoeOC canfidenca o shasan aast to eoch
10Cs revealed under active stimulus (labelled) 7 7 7

average scammer urgency at reveal (labelied) 93%
enrichment coversge 108%

‘ ) Restact w4 Skap to end ' s Space w § [B e [N

L@scnnsusrza A REAL PROOUCT < PREV NEXT >




Live Bait Theater

Ceo Fraud -« "Senger” cxcammer -5CSCTiibagmal | neTVICES. 061> o Dastardy

YSender” <scammer -6cfc78befmail-services, net> Jol 24, -18:35
onligent wustion F = OO T peting
Priya,

I need your discretion on this one. We've been in closed-door negotiations
for the acquisition of a small fintech (Veridia Labs) for the last six weeks
and the deal closes Thursday at the board meeting. | need you to process a
wire transfer today for the exclusivity deposit, before 1 land in London
tomorrow.

Amount: £147,000.00 GBP

Beneficiary: Meridian Partners LLC (escrow account)
IBAN: GB82 WEST 1234 5698 7654 32

BIC: [+]

Reference: "VL-ACQ-EXCL-DEP”

Do NOT discuss this with anyone on the finance team or outside the CEO office.
The deal is embargoed until Thursday 17:00. I'm tru...

BOUsTEr.demo (Netall bank customsr

forsal)
baitergscambuster.demo Ul Z8, 19:58
Hello Robert,
Thank you for the instruction. | want to make sure | process this correctly
given the sensitivity and the amount.
A few clarifications please:

1. Our standard M&A payment protocol (policy FIN-07) requires a counter-
signature from the CFO on any wire above £50k. Is Miriam aware of this
one or should | route it through her?

2. The IBAN you've provided differs from the Merndian escrow account tused
for the Orbitera deposit in January {that was HSBC, SWIFT MIDLGB22). Has
the escrow bank been changed?

3.1 need the deal reference on file for audit. Do you have a ...

® Revesl

COLLECTED EINTELLIGENCE

2 Tinancial

FINARCIAL INDICATORS REVEALED

~ 2
JEEAR)  revealed st tuen 1/3 - 293 into the conversation

GBB2WE* * *432

J

-

sc Mevedled St turn 1/8 - 203 Into the conversation

EMAIL
robert.wilson@meridianpartners-1lc.com

B Corrvnsied: bic. Soman, iBan. phane. trlegram_wormame
PRONE

+44°°°**142

[ [N Scmaln, ervall, iy Teiegt s

TELEGRAN_USENNANE

@m_edge_urgent
[ Corevesind: bic, deman, ersail, iban, phone
DOMATR

meridianpartners-1llc.com

&) SCAMBUSTER

¢ PREV NEXT »



Live Bait Theater

Ceo Fravg -

| understand the protocol but we do NOT have time for this. Miriam isina
ciosed session with legal until tomorrow and the exclusivity window expires
at midnight. If we miss it we lose the deal. The board has already approved
the envelope up to £200k, check the 28 February board minutes, item 7.

"Senger” <scamaeT -HCSCTADAERAL ]  HETVICES . NET> o DaltErscandbuster.desio (Retall bank customsr

The new IBAN is for the new escrow agent (Grayson & Clarke LLP, took over
from our HSBC setup in March), it's in the compliance folder on SharePoint
under /Finance/Escrow/2026/.

For speed, if the Treasury wire takes too long via NatWest, we can accept
the deposit in Bitcoin to the firm's cor...

"Sender" <scammer -6cc7ibefmail-services net> Jul 25

0145
Priya,
Never mind. Deal is being handled differently, disregard previous
instructions for now. Will discuss in person tomorrow.

baltergscambuster .demo Jul 24, 23113

Robert,

1 hear you on the urgency. One last check before | initiate: I've just tried
your mobile on +44 20 7946 0142 and it rings once then disconnects. | also
pinged your PA Laura on the internal line and she says you're in a workshop
at the London office (not in transit).

1'd Feel much more comfortable if we could do a 30-second voice confirmation.
Either call me on the Treasury line (you have it), or let's do a video call
on Teams at any point in the next hour. After that I'll process.

On the Bitcoin option, I'm not set up for crypto payments and would need
Miriam’s written approval per ...

\

3 financial

FINANCIAL INDICATONS REVEALED

-~

o

Revealed at turn 175 — 2% into the conversation

GBB2WE***432
\ J
(~ B
Revenled at turn 1/8 — 20 intn the conversatian
NWB***
_J
Bl Aevealed at turn 3/5 — 6% into the
conversation
beigar** *mdq
- J
ENAIL

robert.wiisonfmeridianpartners-1lc.com

B Coreveated: Bi, S, iban, phooe. beiegram i
PHONE

+44° 140

W Cormvewied b i, ermad, an, trkegram nan
TELEGRAM _USERRANE

@m_edge urgent

() Corovwaind: bic darmawy, emall, iban, phon

&) SCAMBUSTER
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o8 L 7T - Ic FirpP QF8
‘ SCAM ® REAL-TIME ANALYSIS
) 10C Explorer Q. ‘Search by P, Domain, Hash_ ¢ & EXportCsV & STIX23 (571)
Do et ee: @) ® Domain  Hmh  Emal  URL Fiencal  Other 71 indticators
[ Conversations SEVERITY: . High  Medium  Low  EXTRACTION CONFIDENCE Al w SCAMTYPE: All v PERIOD: ¥d 304  90d . B G Hascontext [ Hide header I0Cs
Q, locExplorer
+30/571 120 >
89 Clusters
o Personas > 10 TYPE VALUE SCAM TYPE SCORE EXTRACTION CONFIDENCE LAST SEEN v
df] Monitoring > BAN s GBB2WEST12345698765432 T High — 095 34, 163
@ Settings 2174232¢ URL https://wew.westbrook-advisor. s Frad High — 083 K426, 1633
5254224 vl e 197.210.84.12 trvence Frant High — 0.72 I 26, 16:35
21155979 Phane o +2348124732520 Invorce Frand High — 091 ]
5631116¢ URL e https://secure-billing.westbr. Irmvaice Fome High — 079 jul 26,0108
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« Py

t initiation tactic.
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Your own instance in under an
hour.

YOU GET

An inboXx STIX bundles
An API Kkey A MISP feed
Docker Straight into your SOC
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Two ways to run 1it.

MODE ©1 - DEFEND MODE 02 ~ HUNT

Protect your own company Map the threat at scale

Decoy identities inside your org. Decoy identities across many

Learn who is targeting you, and block companies. For CTI teams and law
their accounts before a real wire goes enforcement who want to find these
out. groups and shut them down.

Same tool. Both directions.
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What it does not do.

NOT YET

Email only. Scams also run on SMS,
voice and chat.

It saves attachments. It cannot
read them yet.

It shares intelligence. It takes
none in yet.
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What it does not do.

NOT YET

Email only. Scams also run on SMS,
voice and chat.

It saves attachments. It cannot
read them yet.

It shares intelligence. It takes
none in vyet.

ON PURPOSE

It never sends the first message.

Abuse reports stay drafts. A human
sends them.

It never makes fake documents. That
is forgery.
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"Confidential wire today. Keep it between us."
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"Confidential wire today. Keep it between us."

He never spoke to a person. He spoke to Peter.
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"Confidential wire today. Keep it between us."

He never spoke to a person. He spoke to Peter.

He did his homework. He scraped the company, found the CEO,
found the person who runs payments.
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The employee he trusted
does not exist.
I built him.

Every scam like this is one 1lie, about who sends the email.
His had two. The man he worked all day was mine.

* So — who scams the scammers?
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And one account was not
only his.

©




And one account was not
only his.

®




And one account was not
only his.

©

three conversations + same cash-out pipe
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Their psychology is the
vulnerability.
The persona is the exploit.
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